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[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc101349995]*************** Start of the Change ****************
[bookmark: _Toc106364535][bookmark: _Toc122102908]6.3.5.2	Privacy protection of UP-PRUK ID/CP-PRUK ID and RSC in DCR
The 5G ProSe Remote UE encrypts the UP-PRUK ID/CP-PRUK ID and RSC using the code-receiving security parameters used for discovery. The 5G ProSe UE-to-Network Relay, on receiving the DCR message, decrypts the encrypted UP-PRUK ID/CP-PRUK ID and RSC using the code-sending security parameters used for discovery and verifies if the RSC matches with the one that it sent in the discovery message. The 5G ProSe UE-to-Network Relay retrieves the code-sending security parameters based on the Destination Layer-2 ID of DCR message, which is the Source Layer-2 ID self-selected by the 5G ProSe UE-to-Network Relay per RSC in the UE-to-Network discovery message. If the RSC does not match, the 5G ProSe UE-to-Network Relay shall abort the PC5 direct link establishment procedure.
The 5G ProSe Remote UE shall encrypt the UP-PRUK ID/CP-PRUK ID and RSC as follows:
1)	If the UE is configured with Discovery User Confidentiality Key (DUCK), the DCR ciphering key KDCR is set to DUCK. If the UE is configured with Discovery User Scrambling Key (DUSK) but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and Steps 2-3 are skipped.
2)	Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in clause A.5.
3)	XOR the first L bits of the Keystream with the RSC where L is the length of the RSC, and XOR the remaining bits of the Keystream with the UP-PRUK ID/CP-PRUK ID.
NOTE 1:	If UP-PRUK ID/CP-PRUK ID is in NAI format, encryption of the UP-PRUK ID/CP-PRUK ID is performed on the username part of the UP-PRUK ID/CP-PRUK ID.
The 5G ProSe UE-to-Network Relay shall decrypt the encrypted UP-PRUK ID/CP-PRUK ID and RSC as follows:
1)	If the UE is configured with DUCK, the DCR ciphering key KDCR is set to DUCK. If the UE is configured with DUSK but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and steps 2-3 are skipped.
2)	Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in clause A.5.
3)	XOR the first L bits of Keystream with the encrypted RSC where L is the length of the encrypted RSC, and XOR the remaining bits of Keystream with the encrypted UP-PRUK ID/CP-PRUK ID.
NOTE 2:	If UP-PRUK ID/CP-PRUK ID is in NAI format, decryption of the UP-PRUK ID//CP-PRUK ID is performed on the username part of the UP-PRUK ID/CP-PRUK ID.
*************** End of the Change ****************

